DEPARTMENT OF MANAGEMENT AND BUDGET
DEPARTMENT OF STATE

OPTI CAL | MAG NG SYSTEMS

Filed with the Secretary of State on Novenber 4, 1998

These rul es take effect 15 days after filing with the
Secretary of State

(By authority conferred on the departnent of managenent and
budget and the departnent of state by section 2 of Act No. 116
of the Public Acts of 1992, being 824.402 of the M chigan
Conpi | ed Laws)

R 24. 401 Scope and pur pose.

Rule 1. (1) These rules apply to imagi ng systens used to
store and reproduce digital inmages of the official public
records of all state and |ocal governnental entities in
M chigan, including the official records of governnental
officials, onto optical storage disks under section 2 of Act
No. 116 of the Public Acts of 1992, being 8§824.402 of the
M chi gan Conpil ed Laws.

(2) An imaging system stores information by recording a
digital version of a scanned record onto an optical storage
disk. For nore information about optical disk systens, an
agency may refer to the association of information and imge
managenent (AIIM technical report entitled "The Use of
Optical Disks for Public Records,” (AIIMTR25), 1995. The
techni cal report may be obtained fromthe Association of
| nfformati on and | mage Managenent, 1100 Wayne Avenue, Suite
1100, Silver Spring, Maryland 20910-5699. Single copies are
avai l abl e at a cost of $45.00.

(3) The purpose of these rules is to establish standards
for the use of imaging technology and to ensure the continued
accessibility and retrievability of information stored in
i magi ng systens.

R 24.402 Definitions.

Rule 2. (1) As used in these rules:

(a) "Agency" neans a governnental entity of state or
| ocal governnment in Mchigan or a governnental official of a
state or |l ocal governnental entity in Mchigan acting in his
or her official capacity.

(b) "Archival" nmeans and pertains to records which have
been appraised by the state archives to have permanent val ue
to the state of M chigan and which may be schedul ed for
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transfer to the state archives or to a designated archiva
depository.

(c) "Human-readabl e storage nedi unt neans paper, a
phot ograph, a photocopy, or a mcroform including, but not
limted to, mcrofilm mcrofiche, conmputer output mcrofilm
and aperture cards.

(d) "lmagi ng systenmt nmeans a systemused to store
information electronically by recording a digital reproduction
of a scanned record onto an optical storage disk.

(e) "Of-site location" nmeans a prem ses, building, or
structure that is separate and apart fromthe prem ses,
buil di ng, or structure that houses an agency's primary i mging
system

(f) "Public record" neans a witing, fromthe time it is
created, that is prepared, owned, used, in the possession of,
or retained by, a public body in the performance of an
of ficial governnental function.

(g) "Records managenent section" means the records
managenent section of the records and fornms nmanagenent
di vision, office of support services, departnment of managenent
and budget, or its successor agency.

(h) "Retention and di sposal schedule" neans a listing of
all public records an agency receives, creates, or retains,
prescribing where and for how long the public records wll be
retained and the nmediumthat will be used for retention
pur poses, as required by section 285 of Act No. 431 of the
Public Acts of 1984, being 818.1285 of the M chigan Conpil ed
Laws, and section 5 of Act No. 271 of the Public Acts of 1913,
bei ng 8399.5 of the M chigan Conpil ed Laws.

(1) "State archives" neans the state archives of
M chi gan, M chigan historical center, departnent of state, or
its successor agency.

(2) Definitions of the technical terns used in these
rul es have the sanme neanings as defined in the Al Mtechnical
report entitled "A ossary of I maging Technol ogy" (A IM TR2),
1992. The technical report may be obtained fromthe
Associ ation of Information and | mage Managenment, 1100 Wayne
Avenue, Suite 1100, Silver Springs, Mryland 20910-5699.
Single copies are available at a cost as of the tinme of
adoption of these rules of $65.00. Copies nmay al so be
obtained fromthe Departnment of State, State Archives,

M chigan Hi storical Center, 717 W Allegan, Lansing, M chigan
48918- 1800, at a cost as of the tinme of adoption of these
rul es of $65. 00.

R 24.403 Needs anal ysi s.

Rul e 3. Before purchasing an i magi ng system covered by
t hese rul es, an agency shall anal yze the recordkeepi ng tasks
and goals to be perforned by the system The anal ysis shal



- 3 -

identify the type and volune of public records that would be
stored on optical storage disks over a 5-year period. The
anal ysis shall also determine the |egal and archiva

requi renents pertaining to the retention and use of those
public records and the ability of the systemto neet the
agency’ s needs.

R 24. 404 Sol e storage nediunm security copy; audit.

Rule 4. (1) An agency may use an imaging systemas its
sol e storage nediumfor its public records, except for public
records identified on an approved retention and di sposal
schedul e either as having a retention period of nore than 10
years or as having archival val ue.

(2) An agency may use an imaging system as a storage
mediumfor a record that is identified on a retention and
di sposal schedul e as having a retention period of nore than 10
years or as having archival value if the agency also retains a
security copy of the record in a human-readabl e storage nmedi um
and the security copy is nmaintained in an organi zed record-
keepi ng systemand is |isted on an approved retenti on and
di sposal schedul e.

(3) If an agency creates a security copy under subrul e
(2) of this rule in the formof a mcroform then the security
copy may not be produced froma digital imge. A mcroform
produced as a security copy shall be in conpliance with R
18.101 et seq. of the Mchigan Adm nistrative Code.

(4) The records nmanagenent section and the state archives
may conduct periodic audits of an agency’s imaging systemif
t he agency uses the systemas a storage nediumfor records
whi ch have a useful life of nore than 10 years or which have
archival value. |If the audit determ nes that an agency is not
in conpliance with these rules and if the agency fails to take
corrective action within a reasonable tinme, then the records
managenent section or the state archives may direct the agency
to cease and desist fromusing the imaging system as a storage
medi um for the pubic records subject to the audit.

R 24. 405 Retention and di sposition schedul e.

Rule 5. (1) Al digital image reproductions, indexes, and
related records, including, but not limted to, input
docunents, systens docunentation, human-readabl e copies,
backup di sk copies, and indexes, shall be listed on an
approved retenti on and di sposal schedul e before the inmaging
systemis purchased. Records relating to any aspect of an
i magi ng system shall be di sposed of only in accordance with an
approved retention and di sposal schedul e.

(2) An agency shall devel op a nethod of determ ning when
a particular imge has reached the end of its retention period
and shall dispose of the imge in accordance with the
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appropriate retention and di sposal schedule. An inmaging
system shall provide a nethod for the conpl ete expunction of
each recorded image and for the renoval of the index
identifier pertaining to each inage. An agency may consult
the Al Mtechnical report entitled "The Expungenent of

| nformati on Recorded on Optical Wite-Once-Read- Many (WORM
Systens"” (AIIM TR28), 1991, for guidance about expunction
procedures. The technical report nay be obtained fromthe
Associ ation of Information and | mage Managenment, 1100 Wayne
Avenue, Suite 1100, Silver Springs, Mryland 20910-5699.
Single copies are available at $33.00. Copies nmay al so be
obtained fromthe Departnent of State, State Archives,

M chigan Hi storical Center, 717 W Allegan, Lansing, M chigan
48918- 1800, at a cost as of the tinme of adoption of these
rul es of $33. 00.

R 24.406 File format, conpression, and encryption.

Rule 6. (1) Adigital image file format is a structured
container for information about each digital image file and
the image data. Information about the digital imge file
includes, but is not limted to, its nanme, width, |ength,
resol ution, and conpression technique. A nonproprietary inage
file format shall be used to ensure an agency’s ability to
successfully transfer digital inages between different
hardware and software, or to upgrade or nodify hardware or
sof t war e. The imagi ng system shall use a nonproprietary
digital image file format. However, if an agency has a need
to use a proprietary file format, then the vendor shal
provide a bridge to a nonproprietary digital inmage file
format. An agency shall include and retain information about
a bridge with the other system docunentati on.

(2) The Anmerican national standards institute (ANSI) and
Al l M provide a standard open interchange format for imge
transm ssion. An agency using an inmaging systemshall conply
with the provisions of the publication entitled "Standard
Recommended Practice - File Format for Storage and Exchange of
| mmages - Bi-Level Inmage File Format: Part |" (ANSI/AIIlM MS53),
1993. The publication is adopted by reference in these rules
and nay be obtained fromthe Association of Information and
| rage Managenent, 1100 Wayne Avenue, Suite 1100, Silver
Springs, Maryland 20910-5699, at a cost as of the tine of
adoption of these rules of $52.00, or fromthe Departnent of
State, State Archives, Mchigan Hi storical Center, 717 W
Al'l egan, Lansing, M chigan 48918-1800, at a cost as of the
time of adoption of these rules of $52.00. An agency shal
retain conprehensive informati on about the digital inmage file
format used by the inmagi ng system

(3) The large file sizes of typical scanned docunents
require digital inmage conpression to support data transm ssion
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and to pronote storage efficiency. The imging system shal
use the international telecomunications union (ITU), fornerly
the consultive conmttee on international telegraphy and
tel ephony (CCITT), group 3 and group 4 conpression techni ques
entitled "Term nal Equi prment Protocols for Telematic
Services", which are adopted by reference in these rules and
may be obtained fromthe Association of Information and | mage
Managenment, 1100 Wayne Avenue, Suite 1100, Silver Springs,
Maryl and 20910- 5699, at a cost as of the time of these rules
of $72.00, or fromthe Departnment of State, State Archives,
M chigan Hi storical Center, 717 W Allegan, Lansing, M chigan
48918- 1800, at a cost as of the tinme of adoption of these
rules of $72.00. 1In the alternative, the imaging system shal
have the vendor provide a bridge to the techniques with
conpr ehensi ve docunent ati on about the conpression. Regardl ess
of which conpression standard is used, it shall be a | ossless
ver si on.

(4) An agency shall not use an imagi ng systemthat
utilizes an encrypted software source code.

R 24.407 M gration strategy.

Rule 7. (1) An agency shall ensure access to inmages of
records that are stored on optical disks during the entire
| ength of the record retention period. An agency shal
establish a mgration strategy for images retai ned on optical
storage disks. The mgration strategy shall do at least 1 of
the foll ow ng tasks:

(a) Upgrade equi pnment as technol ogy evol ves and recopy
the information and records on the optical storage disk, as
required.

(b) Based upon the projected |longevity of an optical
storage di sk, recopy the informati on on new optical storage
di sks a m ni num of once every 7 years.

(c) Transfer data from an obsol ete generation of optical
storage disk technology to a newy energing generation of
technol ogy, in sone cases bypassing the generation of
technol ogy that is mature but at risk of becom ng obsol ete.

(2) A new generation of imaging technology and opti cal
storage di sk technol ogy shall be backward conpatible with
ol der generations of technology. 1In this regard, an agency
shall do both of the follow ng:

(a) Require that a new system or system upgrades provide
backward conpatibility to the existing systemor require
vendors to guarantee conversion of 100% of the extant inmage
and index data to the new system if the system cannot provide
har dware and software conpatibility.

(b) Ensure that all information that is required for
retention at the tine of conversion remains accessible through
mgration to the new system
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(3) An agency shall ensure that conprehensive information
about the mgration of inmages is retained in the systenis
docunent ati on.

R 24.408 |ndexing and inmage retrieval.

Rule 8. (1) An agency using an inmagi ng system shall i ndex
each image stored by the systemw th a specific or unique
identifier. The index shall contain information sufficient to
enabl e the agency to retrieve i mages and records in an
efficient and effective manner. The index shall have the sane
retention period as the information and shall be m grated at
the sane tinme as the information. The index shall conply with
the ANSI/AIl M publication entitled "Standard Recommended
Practice for the Identification and I ndexing of Page
Conmponents (Zones) for Automated Processing in an Electronic
| mrmage Managenment (EIM Environnment™ (ANSI/AIIM MS55), 1994.
The publication is adopted by reference in these rules and may
be obtained fromthe Association of Information and | mage
Managenment, 1100 Wayne Avenue, Suite 1100, Silver Springs,
Maryl and 20910- 5699, at a cost as of the time of adoption of
these rules of $52.00, or fromthe Departnent of State, State
Archives, Mchigan H storical Center, 717 W Allegan, Lansing,
M chi gan 48918- 1800, at a cost as of the time of adoption of
t hese rul es of $52.00.

(2) An agency shall prepare and maintain a witten
description of its nethod for indexing inages.

(3) An agency shall inplenent procedures for verifying
the accuracy of index entries. Verification may be
acconpl i shed visually, by duplicative typing of index data, or
by any other nethod that acconplishes positive index data
verification. An agency shall test its indexing verification
met hod to ensure that the index permts the retrieval of
images in an efficient and effective manner.

(4) Al index information relating to stored i mages shal
be retained on magnetic or optical nedia that are designed to
function wth the imging system An agency may retain index
data on the sane nedi um where recorded images are stored, if
the agency also retains a separate copy of the index.

(5) If an agency replaces an optical storage disk, then
t he agency shall convert the index for the inages onto a new
medi um  The new nedi um shall be capable of reading and fully
converting all information stored on the repl aced di sk.

R 24.409 Error detection and correction.

Rule 9. (1) Error detection and correction is the
ability to predict the point at which an optical storage disk
is no longer readable. This ability is critical if the
recopying of disks is to take place at the appropriate tine.
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(2) An agency shall specify that the small conputer
standard interface (SCSI) command "Wite and Verify" is used
when witing data to optical storage disks.

(3) An agency shall acquire a utility programthat
monitors the anmount of disk space used to relocate data
sectors when errors are detected.

(4) An agency shall ensure, through systens operations
procedures, that current readability is maintained by periodic
copyi ng when the relocation table reaches 70% of capacity.

R 24.410 Optical storage disk standards.

Rule 10. (1) An optical storage disk is the only
i nformati on storage nedi um approved for retention of digital
i mges under these rules.

(2) An agency shall only use nonerasable wite-once-read-
many (WORM) disks. Disk drives and nultifunction disk drives
capabl e of recording on WORM di sks or rewiteabl e disks may be
used. However, only disks manufactured excl usively as WORM
shal | be used.

(3) If an agency stores its digital inmges on CD ROVs,
then the agency shall ensure that the disks conply with the
i nternational standard organi zation (I SO standard entitled
"Volune and File Structure of CD-ROM for Information Exchange"
(ANSI /NI SO' |1 SO 9660), 1990. The standard is adopted by
reference in these rules and may be obtai ned fromthe Nati onal
| nformati on Standards Organi zation, P.O Box 1056, Bethesda,
Maryl and 20827, at a cost as of the tinme of adoption of these
rul es of, $98.00, or fromthe Departnent of State, State
Archives, Mchigan H storical Center, 717 W Allegan, Lansing,
M chi gan 48918- 1800, at a cost as of the time of adoption of
t hese rul es of $98. 00.

(4) An agency shall not use disk nedia to record inmage
data later than 5 years after the date of di sk manufacture.

R 24.411 D sk | abels.

Rule 11. An optical storage disk shall be kept in a
protective cartridge. A disk cartridge shall have an eye-
readabl e | abel containing all of the follow ng information:

(a) The nanme of the agency or the unit wthin the agency
that is responsible for the records on the disk.

(b) A sequential nunber or other specific identifier that
identifies the disk in the series of disks used by the system

(c) The date of di sk manufacture.

(d) Identification of the disk as the master or a backup
st orage copy.

(e) The records series title and item nunber fromthe
retention and di sposal schedule, and the creation dates of the
records.
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(f) The begi nning and endi ng dates during which inmages
were recorded onto the disk.

(g) The software needed to access the digital imges or
i ndex stored on the disk.

R 24. 412 Environnental conditions for optical storage disks.

Rule 12. (1) The di sk manufacturer’s recommendations for
the storage and use of optical disks shall serve as a guide
for storing and using an agency’s di sks.

(2) An agency shall provide a stable storage and use
environment for optical disks. The relative humdity of a
storage area for optical storage disks shall not be nore than
50% and the anbient roomtenperature shall not be nore than
75 degrees Fahrenheit.

(3) Al disk nmedia shall be kept free of condensati on.

(4) An optical disk is affected by dust, debris, and
fingerprints. An agency shall not renove the plastic
cartridge protecting a disk. A cartridge shutter shall not be
opened to expose the optical disk’s recording surface.

(5) An agency shall not store disk nmedia in any of the
foll ow ng ways:

(a) Under other objects.

(b) I'n a place that could readily permt water damage to
occur.

(c) I'n a manner or place that is likely to subject the
di sks to physical shocks, shattering due to rapid tenperature
change, or danmamge due to exposure to direct sunlight, other
i ght sources, or sources of heat, oil, or solvents.

R 24.413 Backup storage di sks.

Rule 13. (1) An agency shall periodically prepare backup
storage copies of recorded disks and shall store the backup
di sks at a secure, environnentally controlled, off-site
| ocati on.

(2) An agency shall store its backup storage disks and
backup i ndex nmedi a toget her

(3) An agency shall update its backup storage di sks and
i ndex nmedia on a regul ar basis.

(4) An agency shall copy or mgrate, or copy and m grate,
its backup storage disks and original imge disks at the sane
tine.

R 24.414 Scanning and testing for quality.

Rule 14. (1) An agency shall ensure that the scanner for
each imagi ng system functions properly and is adjusted
accurately.

(2) An agency shall establish scanning quality control
procedures and shall periodically docunent the use of the
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procedures. The docunentation shall have the sanme retention
period as the information.

(3) When scanning input records, an agency shall conply
with the ANSI/AIl M standards in the publications entitled
"St andard Recommended Practice for Quality Control of Inage
Scanners,"” (ANSI/AIIM M344), 1993, and "Recomended Practice
for the Requirenents and Characteristics of Docunents |ntended
for Optical Scanning," (ANSI/AIIM MS52), 1991. The standards
are adopted by reference in these rules and may be obt ai ned
fromthe Association of Infornmation and | nage Managenent, 1100
Wayne Avenue, Suite 1100, Silver Springs, Mryland 20910- 5699,
at a single copy cost as of the tine of adoption of these
rul es of $39.00. The standards may al so be purchased fromthe
Department of State, State Archives, Mchigan Historical
Center, 717 W Allegan, Lansing, M chigan 48918-1800, at a
cost as of the time of adoption of these rules of $39.00.

(4) An agency shall test and certify scanner perfornmance
as a routine part of a regularly established schedul e of
mai nt enance for operating an i nmagi ng system

R 24. 415 | mage resol ution.

Rule 15. (1) The resolution of scanned images shall be
sufficient to permt the recording of an accurate inmage of the
public record. An agency shall use the AllMtechnical report
entitled "Resolution as it Relates to Photographic and
El ectronic Imaging,"” (AIMTR26), 1993, as a guide for
establishing resolution criteria. The technical report may be
obt ai ned fromthe Association of Information and | mage
Managenment, 1100 Wayne Avenue, Suite 1100, Silver Springs,
Maryl and 20910-5699. A single copy is available at a cost as
of the tinme of adoption of these rules of $45.00. The report
may al so be purchased fromthe Departnent of State, State
Archives, Mchigan H storical Center, 717 W Allegan, Lansing,
M chi gan 48918- 1800, at a cost as of the tinme of adoption of
t hese rul es of $45. 00.

(2) Standard letter quality records shall be scanned at
not | ess than 200 pi xels per inch. Photographs and ot her
hi gher quality or nore detailed records shall be scanned at
not | ess than 400 pi xels per inch. Engineering draw ngs shal
be scanned at not |ess than 200 pixels per inch.

(3) If an imagi ng system enpl oys optical character
recognition capability, then scanning resolution shall be not
| ess than 300 pixels per inch.

R 24.416 Authentication.

Rul e 16. An agency shall ensure that the systems
software is designed to track usage of the inmaging system and
access to the system The software will authenticate that
records were created, edited, and del eted according to
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docunent ed procedures, will attenpt to prevent or indicate the
occurrence of unauthorized access to sensitive records, and
will maintain this information in chronol ogical order. Legal
retention periods for authenticating information shall be
included in retention and di sposal schedul es.

R 24.417 System adm ni strator and system docunent ati on.

Rule 17. (1) An agency shall identify a person to act as
a systemadmnistrator to nonitor the installation and
operation of the imaging systemand the training of assigned
personnel .

(2) The system adm nistrator shall maintain docunmentation
pertaining to the imging system including its optical
storage disks. In addition to maintaining any other record
requi red by these rules, the system adm ni strator shal
mai ntain all of the follow ng records:

(a) A description of the imging systemis and the optical
di sk’s hardware, including all of the follow ng information:

(1) Equi prent specifications.

(1i) The names and addresses of manufacturers.

(ti1) Equi pment nodel nunbers.

(1v) Equi prent nai ntenance requirenents.

(v) Technical operating manuals.

(b) Records reflecting the results of the performance
appraisal and reliability testing perfornmed at the tinme of
systeminstall ation.

(c) A procedures manual and flowchart indicating the
normal routine of the agency and the role that the imaging
system assunes in normal activities. The docunentation shal
describe the procedures to be followed for all of the
fol | ow ng:

(1) Docunent preparation.

(11) Docunent scanni ng.

(1i1) Scanner testing.

(1v) Method of i ndexing.

(v) Verification of index data.

(vi) Image editing.

(vii) I mage enhanci ng.

(viii) I'mage and i ndex updating.

(1 x) I'mage and i ndex del eting.

(d) Awitten procedure governing the regular renoval of
i mges fromthe system when the i mages have reached the end of
their admnistrative, fiscal, and | egal useful ness.

(e) A procedure to provide for total expunction of inages
fromthe disk and the renoval of index entries.

(f) A description of all software prograns and updat es,

i ncl udi ng conpression algorithnms and file formats.

(g) A description of the hardware and software used for

the detection and correction of error codes, including the
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pl acement of error correcting codes and a description and the
orientation of preformatted bl ocks on a di sk.

(h) A description of file layouts and content, including
all of the follow ng information:

(1) The location of files on the optical storage disk.

(1i) Howthe files are laid out.

(ti1) The nmeaning of the information in the file
directory.

(tv) The formats used to encode the contents of files.

(1) Aplan to enable the optical storage disks recorded
by the systemto be read by another brand or type of systemif
the systemis hardware or software fails or otherw se becones
per manent |y i noperabl e.

(Jj) A description of security procedures.

(k) A plan to provide for major upgrades of hardware and
software to avoi d obsol escence or the | oss of recorded
i nformation.

(1) A contingency plan to allow the agency to conti nue
functioning during tenporary systenmis downtine, which shal
al so be included in the procedures nanual .

(3) Before an imaging systemis purchased, the system
adm ni strator shall arrange to have the agency’'s retention and
di sposal schedul e anended to include the imagi ng of records,
the retention of the hunman-readabl e copies, and the storage of
backup copies and shall ensure that the new schedule is
approved.

R 24. 418 Saf eguard pl an; vendor codes escrow, notice from
vendor .

Rule 18. (1) Before acquiring an inmagi ng system an
agency shall prepare a witten plan that includes safeguards
to ensure the agency's continued ability to access and
retrieve image data if the agency's vendor no | onger supports
the systemi s hardware or software or if the system becones
i noperabl e due to damage, nmal function, or obsol escence.

(2) By contract, an agency shall require its imaging
system vendor to do both of the follow ng:

(a) Deposit a copy of the imaging systenm s application
sof tware codes and associ ated docunentation in an escrow
account with a bank, archive, or other acceptable institution
for transmssion to the agency if the vendor’s business fails.

(b) Notify the system adm ni strator about the cessation
of the imging systemor its product |line, changes or upgrades
to the imging system or the cessation of service support for
t he i magi ng system

R 24.419 Annual systemreview.
Rul e 19. An agency shall review its imging systemon an
annual basis. The review shall verify all of the follow ng:



- 12 -

(a) The statistical error rate and any | oss of recorded
i nformati on.

(b) That satisfactory scanner performance and reliability
are being nmai ntained by conparing currently scanned and
recreated hard copy inmages of test targets with original
benchmark target inmages.

(c) That the scanner testing | ogbook is being properly
mai nt ai ned and that all necessary procedures are being
fol | oned and docunent ed.

(d) That all required targets are being scanned on a
routi ne basis.

(e) That backup storage copies of imges and i ndexes are
routinely produced on separate disks and stored at an off-site
| ocati on.

(f) That human-readabl e copies of records are created,
managed, and stored as required by these rules.

(g) Fromthe master disks in use and the backup storage
disks that are stored at the off-site location, that the
i mages being stored on the image di sks have not deteriorated.

(h) That security neasures have been devel oped and are
being utilized.

(1) That conprehensive docunentation about appropriate
aspects of the inmagi ng system has been created and ret ai ned.
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